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Detailed Action 

Claims 1-27 are pending in this application. 
Claim Rejections - 35 USC § 1 12 
The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the subject 
matter which the applicant regards as his invention. 

Claim 11 rejected under 35 U.S.C. 112, second paragraph, as being indefinite for failing to 
particularly point out and distinctly claim the subject matter which applicant regards as the invention. 

As per claim 1 1 , the claim recites " and/or", this makes the claim indefinite because it is 
unclear whether the method comprises "establishment or termination", or "establishment and 
termination". For the purposes of art rejection, the examiner will use the method comprises 
"establishment or termination". 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 
1 02 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary skill 
in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claims 1-27 are rejected under 35 U.S.C. 103(a) as being unpatentable over WO 98/20646 
issued to Melen in view of US Patent 6,003,084 issued to Green et al. (Green). 

As per claim 1 , Melen teaches a method of generating charging data relating to information 
passed between a user's computer system and a content provider's computer system over a 
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communications network link involving at least one client/server relationship(page 4, fifth full 
paragraph, Fig. 1-2), the method comprising the following steps: 

b) recording data created in response to the at least one event detected by the monitoring(page 13, 
first full paragraph), and 

c) generating charging data on the basis of the recorded data(page 4, fifth full paragraph). 

Melen, however does not explicitly teach a) monitoring communications in at least one 
client/server relationship to detect at least one event causing a change in a state of at least one 
logical connection defined by at least a client network- layer address, a client transport layer address, 
a server network layer address and a server transport layer address. 

Green explicitly teaches a) monitoring communications in at least one client/server relationship 
to detect at least one event causing a change in a state of at least one logical connection defined by 
at least a client network- layer address, a client transport layer address, a server network layer 
address and a server transport layer address(Abstract, col.9,line 54-col.10, line 8, Fig. 2). 

Therefore it would have been obvious to one ordinary skilled in the art at the time of the 
invention to modify the method of Melen to explicitly monitoring communications in at least one 
client/server relationship to detect at least one event causing a change in a state of at least one 
logical connection defined by at least a client network- layer address, a client transport layer address, 
a server network layer address and a server transport layer address as taught by Green in order to 
monitor and control the exchange of information between two application entities(Green, col. 5, lines 
18-20). 

One skilled in the art would have been motivated to combine Melen and Green in order to 
provide a method to for network security, in particular a secure system between a requestor and 
server system(Green, col.1 , lines 5-7). 
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As per claim 2, a method according to claim 1 wherein the information is passed via an 
access provider's computer system acting as a proxy client and a proxy server and wherein the 
monitoring is performed by the access provider's computer system(Melen, page 1 1 , second full 
paragraph). Motivation to combine set forth in claim 1 . 

As per claim 3, a method according to claim 2 wherein the charging data is generated by the 
access provider's computer system(Melen, page 14, first paragraph, last paragraph, page15, first 
pargraph starting with "segment, such as the...."). Motivation to combine set forth in claim 1. 

As per claim 4, a method according to claim 3 wherein the at least one logical connection 
comprise a logical connection created between the access provider's computer system acting as a 
proxy server and the user's computer system acting as a client(Green, col. 5, lines 34-54). Motivation 
to combine set forth in claim 1 . 

As per claim 5, a method according to claim 3 wherein the at least one logical connection 
comprise a logical connection created between the access provider's computer system acting as 
proxy client and the content provider's computer system acting as a server(Green, col. 5, lines 34-54). 
Motivation to combine set forth in claim 1 . 

As per claim 6, a method according to claim 1 wherein the monitoring is performed by the 
content provider's computer system(Melen, page 13, first full paragraph). Motivation to combine set 
forth in claim 1 . 

As per claim 7, a method according to claim 6 wherein the charging data is generated by 
the content provider's computer system(page 4, fifth full paragraph). Motivation to combine set forth in 
claim 1. 

As per claim 8, a method according to claim 7 wherein the at least one logical connection 
comprise a logical connection created between the content provider's computer system acting as a 
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server and the user's computer system acting as a client(Green f Fig.2). Motivation to combine set 
forth in claim 1 . 

As per claim 9, a method according to claim 1 wherein the recorded data comprises a record 
of at least one: selected from the group consisting of the client network layer address, the client 
transport layer address, the server network layer address and the server transport layer 
address(Green, Abstract, col. 9, line 55-coUO, line 8). Motivation to combine set forth in claim 1. 

As per claim 10, a method according to claim 1 wherein the recorded data comprises a record 
of a period of time relating to the at least one event(Melen, page 13, first full paragraph). Motivation to 
combine set forth in claim 1 . 

As per claim 1 1 , a method according to cliaml wherein the at least one event comprise the 
establishment and/or termination of the at least one logical connection(Melen, page 13, first full 
paragraph). Motivation to combine set forth in claim 1 . 

As per claim 12, a method according to claim 1 wherein the recorded data comprises a record 
of a number of logical connections established and terminated(Green, col. 8, lines 15-24). Motivation 
to combine set forth in claim 1 . 

As per claim 13, a method according to claim 1 wherein the at least one logical connection 
comprise one selected from the group consisting of Transmission Control Protocol (TCP) socket 
connections, User Datagram Protocol (UDP) socket connections and Internet Protocol (IP socket 
connections(Green, col.10, line 1). Motivation to combine set forth in claim 1. 

As per claim 14, a method according claim 1 wherein the recorded data further comprises a 
record of information extracted from at least one header prepended to information passing between 
the content provider's computer system and the user's computer system during the subsistence of the 
logical connections(Green, col.4, lines 43-50, 62-67). Motivation to combine set forth in claim 1. 

As per claim 15, a method according to claim 14 wherein the at least one header comprise 
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at least one selected from the group consisting of all Transmission Control Protocol / Internet Protocol 
(TCP/IP) network layer headers, all TCP/IP transport layer headers and all TCP/IP application layer 
headers(Green, col.4 line 62-col.5, line 5). Motivation to combine set forth in claim 1 . 

As per claim 16, a method according to claim 1 wherein the network layer addresses comprise 
an IP address and the transport layer addresses comprise a port number(Green, col.4, line62-col.5, 
Iine5). Motivation to combine set forth in claim 1. 

As per claim 17, a method according claim 1 wherein the communications network link 
comprises a permanently activated communications network link(Green, Fig. 1-4, col.4, lines 48-52). 
Motivation to combine set forth in claim 1 . 

Claims 18, 21, 22, 24, 27 are rejected based on the same rationale as claim 1 (see claim 1 
rejection above). 

Claims 19 and 23 are rejected based on the same rationale as claim 2 and 5 (see claim 2 and 
5 rejection above). 

Claim 20 is rejected based on the same rationale as claim 2 (see claim 2 rejection above). 

As per claim 25, a method according to claim 24 wherein the measuring comprises measuring 
a plurality of durations each relating to a respective one of a plurality of the logical connections, the 
logical connections being at least partially contemporaneous and relating to the same client/server 
relationship(Melen, page, 10, last paragraph-page 11, first paragraph). Motivation to combine set forth 
in claim 1. 

As per claim 26, a method as claimed in claim 24, wherein a server of the client/server 
relationship incorporates a server program which incorporates routines to perform the 
monitoring(Green, Abstract). Motivation to combine set forth in claim 1. 

Conclusion 
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The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See PTO-892. 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Backhean Tiv whose telephone number is (571 )272-3941 . The examiner can 
normally be reached on 9 A.M.-12 P.M. and 1 -6 P.M. Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Zarni Maung can be reached on (703) 308-6687. The fax phone number for the organization where 
this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained 
from either Private PAIR or Public PAIR. Status information for unpublished applications is available 
through Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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